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BACKGROUND
Before the Internet, the non-consensual sharing of images was not a widespread problem. 
When a photograph was taken, it had to be developed and processed to produce an image. 
There was a single negative, and a limited number of copies were printed. Digital cameras 
changed all of this radically, making it possible to produce instant, high quality images, 
copies of which could be quickly and easily printed or sent via e-mail. Now we have smart-
phones, and the combination of a digital camera in direct connection with social media cre-
ates an unrivalled mechanism for the sharing of images, where a single picture can instantly 
become an almost infinite number of copies. While this has many benefits, it can also cause 
problems regarding sexual images. The sender has no control over what happens with an 
image (or the video) once it has been sent. Communicating with pictures instead of words, 
either in whole or in part, has become commonplace (Ehlin, 2015). 
 
The debate concerning the ethical and moral dimension of image sharing has been ne-
glected, and many people have little or no opinion concerning the ethical, moral and crimi-
nal consequences of image sharing. The focus in this article is on youth-produced sexual 
images. It is important to point out the diversity of these images – and the sharing thereof 
– in order to better prevent and respond to online sexual harassment. Some are loving, 
intimate images between two partners. Others represent sexual abuse. And others yet 
begin as intimate images, but ultimately become online sexual harassment. Online sexual 
harassment is defined here as unwanted sexual behaviour on all digital platforms, and it is 
regarded as a form of sexual violence. This article focuses particularly on non-consensual 
image sharing, which can be understood as a sub-category of online sexual harassment 
(Childnet, Save the Children Denmark, Kek Vonal & UCLan, 2018).
 
We have entitled the article ‘When sharing is not caring’, because we are interested in the 
movement that occurs when an image goes from being a consensual act within the context 
of an intimate relationship to being shared with people outside of the relationship without 
the consent of the person in the image. 
 
We use Wolak and Finkelhor’s typography (2011) as a framework to structure the article 
and to illustrate how diverse the sharing of images as online sexual harassment is as a 
phenomenon.

Youth produced 
sexual images

RomanticYouth onlyAdult involved

Intent to harm Reckless misuse

Experimental

Sexual attention
seeking 

Other

Aggravated

Figur 1. Wolak & Finkelhor, 2011
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Youth-produced sexual images are not necessarily harmful or offensive, and some of them 
reflect an experimental phase in which those involved are using the images to learn about 
themselves and their sexuality. This is illustrated on the right side of the model (experimen-
tal). The focus of this article, however, is on when the images that young people themselves 
produce ultimately end on the ‘aggravated’ side. In relation to the Wolak & Finkelhor 
(2011) model, this means that our focus is on the sexual images that can either directly or 
indirectly be categorized as ‘aggravated’. One could argue that the model suggests a static 
understanding of digital images and image sharing, where an image is either experimen-
tal or aggravated. An important point in this article is that the images are dynamic and 
fluid – they can quickly shift from one category to another. While an intimate image can 
originally be romantic, a single sharing can render it deliberately harmful (intent to harm).
 
Our reason for focusing on the interface between intimacy and harassment is to develop 
the understanding of when and how the sharing of an intimate image becomes an act of 
online sexual harassment. This theme has many facets, but one dimension is central: Invol-
untary online exposure is a sexual offense without any ‘expiry date’. For the victim, this can 
cause endless concern as to who has seen the offensive material and when and where the 
image or video will again appear.
 
We begin the article by explaining why young people constitute a special group in the con-
text of image sharing as online sexual harassment (young and curious). Next, we focus on 
sharing among youth, where we draw a distinction between the intent to harm and reck-
less misuse. Further along these lines, we focus on adult-involved sharing. From there, we 
consider the questions as to why harassers harass and the consequences for the harassed. 
In the conclusion, we consider what should be done to prevent this harassment and these 
violations and/or how they can be ended.
 
The background for this article is the work being carried out in our hotline AnmeldDet 
(literally: Report It), the Save the Children reporting service; SletDet (literally: Delete It), 
which is our counselling service; and the deShame report on online sexual harassment. 
The article is an attempt at documenting some of the knowledge and expertise we have 
accumulated via these three services and projects, which are described in greater detail in 
the following.

RELATED PROJECTS AND SERVICES
SletDet: (Delete it) is an anonymous counselling service for young people who have expe-
rienced online sexual harassment. 
SletDet helps children and adolescents, partly by providing them with psychosocial sup-
port and guiding them to how they can receive help from their parents and others who are 
close to them, and partly by helping them to have the offensive material removed from the 
Internet, particularly social media. When called for, we also help them to get in touch with 
the relevant authorities. 
  
Hotline: The Save the Children hotline,  AnmeldDet (Report it), is an anonymous reporting 
service available to anyone who encounters material on the Internet that they suspect 
to be child sexual abuse material. The service operates closely together with the Danish 
National Police and is part of a large international network, INHOPE, which works closely 
together with Interpol.
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deSHAME: In 2018, Save the Children published a report entitled deSHAME, which inves-
tigated the experiences of Danish youth with online sexual harassment, including survey 
responses from 915 young people. The deSHAME project was a collaborative venture be-
tween Save the Children, Kek Vonal (Ungarn), Childnet (UK) and the School of Psychology 
at UCLan the University of Central Lancashire (UK). The project was co-financed by the 
EU.

YOUNG AND CURIOUS
Adolescence involves the development from an identity as a child towards an identity as 
an adult. We develop as people through our relationships with others; we need to see 
ourselves in others and we need response from others to figure out who we are. This is a 
period marked by extensive hormonal change and physical development, and sexual explo-
ration is an important part of youth for many. 
 
The Internet and social media have become an important platform for young people to 
mirror themselves in each other and to receive feedback. The entire area regarding love, 
sexuality, falling in love and intimacy is very prominent in communications between young 
people. These themes are quite central throughout puberty, as young people are in a state 
of transition in which they seek confirmation that their new behaviour and/or appearance 
is acceptable to the world around them. This transition is tied to this specific period in life, 
and the new digital platform provides new opportunities and challenges.
 
The personal development of young adolescents, which involves personal exploration and 
the exploration of the world around them, leaves them both open and vulnerable. The ten-
dency for young people to seek out and mirror themselves in one another on social media 
contributes to this teenage vulnerability, as the understanding of when they are accepted 
or rejected depends on being able to understand the complicated cultural codes on social 
media (Boyd, 2014). In the following, we mention three dynamics that render young people 
vulnerable online: sexual exploration, grooming, and the fact that young people forget that 
the Internet doesn’t.

SEXUAL EXPLORATION
Self-exposure is when a person takes (or has others take) a picture of him- or herself, which 
they then share with others. Self-exposure is a key word in relation to teenage explora-
tion of identity and sexuality. While this has always been the case, the social media have 
changed the game, as it is now possible to measure whether one’s behaviour is acceptable 
within a given group. On Snapchat, Instagram or Facebook, for example, young people can 
test limits by sharing a new picture or making a comment and waiting to see how many 
likes they get.
 
Young people send intimate images to one another, which should be regarded as part of 
the natural sexual exploration taking place in adolescence. The challenge lies in the fact 
that these intimate digital images are easily misused and can be quickly shared. Save the 
Children receives referrals through SletDet from young people who have sent an intimate 
image, believing that it was a private matter, but where the image was subsequently shared, 
as well as referrals from other youth who have shared an intimate image of someone else 
without considering the consequences and illegality of doing so (reckless misuse and intent 
to harm). On top of that come reports to our hotline of images and video of young people 
who are either unknowing or unaware that their sexual behaviour in front of their webcam 
or from their mobile is being recorded and redistributed (intent to harm).
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GROOMING
In the traditional sense of the word, grooming refers to taking care of something, including 
oneself, as well as to the act of training or preparing someone or something for something 
that is going to happen. Grooming has therefore become the collective term for the pro-
cess by which a person uses manipulation, lies, flattery and praise to instil in their victim a 
sense of responsibility and guilt in order to get them to (apparently voluntarily) participate 
in sexual activities intended to satisfy the offender (Sørensen et al., 2015).

Socially vulnerable young people who are in a bad situation, whose everyday lives are 
marked by feelings of loneliness and low self-esteem, are at particular risk of grooming. 
Young people who do not receive the care and support they need from their family and 
immediate surroundings often turn to the Internet, which leaves them particularly vulner-
able. Socially vulnerable young people are particularly susceptible to grooming-related 
self-exposure because they are looking for a sense of belonging in absence of safe and close 
relations at home or with their friends. When they are then contacted by a person who 
gives them attention and recognition, it is easy for them to believe that they have met a 
person who has their best interests at heart (Sørensen et al., 2015). Young people are also 
particularly vulnerable to grooming due to their lack of experience with limits and bounda-
ries, and they risk being exploited by others with more experience who exploit their in-
nocence. The grooming process can typically be divided into phases. For more information 
on these specific processes, please see the book entitled ‘Is it really that bad?’ (Sørensen, 
Jensen, Jakob-sen, Gundorff & Jansen, 2015).

YOUNG PEOPLE FORGET THAT THE INTERNET DOESN’T
The Internet remembers differently than ‘real life’. When you make mistakes in real life, 
you risk unpleasant talk and rumours. But when you make mistakes on the Internet, for ex-
ample by profiling yourself in a certain way using an image, you risk the image being saved 
and that it comes to define how others see you as a person. Yesterday’s events are still 
entirely visible today. And such images can instantly be copied an infinite number of times, 
resulting in a complete and utter loss of control. The deSHAME report shows how 37% of 
those aged 13-17 have shared something on the Internet within the last year that they have 
come to regret (Childnet, Save the Children Denmark, Kek Vonal & UCLan, 2018).
 
‘Young and curious’ leaves young people in a vulnerable situation with respect to exploring 
their sexuality in images and online. This is particularly due to the digital permanence that 
image sharing can have – and which can be difficult to grasp – as well as to persons who 
exploit the curiosity of young people for their own sexual satisfaction.

 
SHARING AMONG YOUNG PEOPLE “YOUTH ONLY”
As illustrated in Figure 1, when we talk about sharing among young people, we distin-
guish between ‘reckless misuse’ and ‘intent to harm’. From the deSHAME report and our 
experience from SletDet, we know that the challenge in understanding the consequences 
and permanence that are in play when sexual images are shared online often lead to un-
intended but nevertheless offensive and hurtful events. In the following, such events are 
categorized as reckless misuse.
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SHARING AS “RECKLESS MISUSE”
A general explanation for why image sharing ultimately ends up in victimization through 
‘reckless misuse’ is that despite the enormous complexity of the digital world, young peo-
ple have unlimited and open access ‘to everything’ without necessarily having the common 
sense to understand the potential hazards. Ignorance of the consequences of non-consen-
sual sharing is a common explanation and defence, and many young Internet-users first 
realize that they have committed an illegal act after they have been told the facts. Young 
people themselves therefore also emphasize how knowledge about the law and conse-
quences regarding non-consensual image sharing are important elements in preventing 
online sexual harassment (Childnet et al., 2018).
 
To better understand non-consensual image sharing as a specific phenomenon, it can be 
helpful to consider image sharing as a communication form in more general terms. 

 
Image sharing as communication
Media researcher Lisa Ehlin (2015) describes how images have gone from being ‘documen-
tary’ to a means of conversation and social interaction. The pictures we take help com-
municate what we are doing in real time and make it possible to experience one another’s 
lives in a new way. Instead of seeing the sharing of images as an attempt at undermining a 
sense of privacy, she sees this activity as being motivated by an interest in sharing in each 
other’s subjective realities. 
 
The interest in sharing experiences with others – especially experiences that arouse strong 
emotions – is a basic human need. Recent research indicates the existence of a ‘sharing ef-
fect’ that means that our positive feelings increase when we experience something positive 
together with a friend. Similarly, we are able to reduce our negative feelings by sharing 
a negative experience. A study has actually proven that reward systems in the brain are 
activated when test subjects were told that their friend saw the same image that they saw 
(Wagner et al., 2015). In April-June 2017, Save the Children carried out four focus group 
interviews with older students aged 15-17 years in schools around Denmark, as part of 
the deSHAME project, investigating online sexual harassment among young people. In 
these interviews, many young people were able to recognize how they quickly – and with-
out much thought – showed images to one another that they received via their mobiles 
without considering whether the person in the image had consented to it being shared. 
Particularly if the content ‘pushed boundaries’ and aroused emotions, such as an intimate 
image. This kind of sharing, where the image is physically shown around, is a different kind 
of sharing than digital sharing, although it potentially has equally harmful consequences for 
the person in the image. The referral presented below from a 16-year-old boy to SletDet 
illustrates how not knowing how the sharing has taken place and how many have seen it 
can lead to overwhelming worry and a sense of powerlessness.

‘Hi. Pictures/videos of my penis have been “shared” by others in my year at school. A couple of 
years ago, I sent pictures and videos of myself masturbating to a girl from my year. A while ago, 
I found out that she had shown the pictures and/or videos to other people. I don’t know if she has 
shared them online. The worst part of it is that she promised that she would NEVER save the pic-
tures or forward them to anyone else. I really don’t know what to do. I can’t tell my parents about 
it. Help.’ (Anonymized from the SletDet data base)

Reflection is required to stop oneself when feeling the need to share. Our teen years are 
characterized by the fact that cognitive abilities such as understanding the consequences 
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of our actions and impulse control remain under development. At the same time, this pe-
riod in life presents unique learning opportunities, as the brain is particularly receptive to 
new knowledge and the development of these abilities. The brain has a unique plasticity in 
adolescence (Suleiman et al., 2016). 
 
‘Hi. I’m a 17-year-old boy and I’ve shared some pictures of other girls. I now realize that this is 
wrong, and I’m nervous about whether it is going to have any consequences in the future if people 
find out. I’ve been paranoid and thought about “Who will find out?” What do you recommend that 
I do? Do I already have a death sentence? Because I can’t change the past? I’m ashamed of myself” 
(Anonymized from the SletDet data base)

When we refer to some non-consensual image sharing as resulting from reckless misuse, 
this does not imply that the action has not been motivated by something, but rather that 
the motive(s) can be less deliberate or conscious for the person carrying out the act. It is 
therefore relevant to examine the cultural context in which the act has been committed 
and, in this case, the significance of genderspecific factors.

Gender culture and harassment
‘I shared the pictures because I was proud of having such a beautiful girlfriend. I felt like I was the 
luckiest guy in the world. There was no specific reason – I was just young and happy. I think it was 
something I did because I wanted to show everyone how lucky I was. It was just the wrong way to 
do it’ (Anonymized interview in connection with the deSHAME report)

This quote is from an interview with a young boy who has shared intimate images of his 
girlfriend. He shared the pictures with some of his friends via a closed chat group on Mes-
senger, which had farreaching consequences for her. For more than a year, she struggled 
with social isolation, eating disorders, she had difficulty concentrating, and she struggled 
with trust in close relationships. The quote describes the motive for the act as being based 
on an interest in sharing something that aroused strong positive emotions. This stands in 
stark contrast to the massive negative conse-quences the sharing of the images had for 
the aggrieved girl.
 
Most of the referrals to SletDet about images or videos that have been shared non-con-
sensually come from girls. There are isolated examples of girls sharing images, but the vast 
majority of referrals are about boys or young men. It is important to note that it can be 
very difficult to figure out who has been involved in sharing intimate images or video. We 
typically receive information about the person who initially shared the image without con-
sent. In a Danish police action code-named Umbrella from January 2018, more than 1000 
young people were charged with having shared a video featuring two young persons in a 
sexual situation. Of those charged, 80% were male, while 20% were female. In this case, 
these were persons who had shared in both the first and subsequent stages (information 
from police press releases).

Cooper and her colleagues (2016) have reviewed the existing research on ‘sexting’ among 
young people. Sexting refers to the transmission of sexual messages via sms. The term has 
also come to refer to the sending or posting of images with sexual content on the Internet, 
including nude or semi-nude images, via a phone or computer (Wolak & Finkelhor, 2011). In 
the Coopers et al. (2016) review of research results, the differences between the genders 
is one of the factors they identify. In multiple investigations, girls mention that they feel 
pressured to share intimate images in order to maintain an intimate relationship. This is 
supported by the findings of the deSHAME report from 2018, where 41% responded ‘agree’ 
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or ‘strongly agree’ that girls feel more pressure to send nude or intimate images than boys 
do. There is no significant difference in the responses from the girls and boys (Childnet, 
Save the Children Denmark, Kek Vonal & UCLan, 2018). If the girls choose to share an 
intimate image (of themselves), they also run the risk of mean-spirited gossip and even 
being held accountable if the image is shared without their consent. Conversely, boys can 
actually enjoy higher status among their friends if they receive and share intimate images 
(Ringrose et al., 2012).
 
This increased status can be understood on the background of unique dynamics that emerge 
in the friendships between boys and young men. The term ‘homosociality’ is used to define 
and investigate the social bonds that develop between persons of the same gender. It has 
been used to describe how friendships between men are marked by a particular dynamic 
that contributes to maintaining the power structures between the sexes (Hammarén & Jo-
hansson, 2014). One aspect of this dynamic is the need to define oneself as a heterosexual 
male. To avoid friendships between men being regarded as homosexual relationships, a 
culture develops whereby men are especially expressive about their sexual relations with 
women. On the background of this theory, the sharing of intimate images between men 
can be understood as an effective way to emphasize one’s identity as a heterosexual male 
in a culture where it is important to distance oneself from one’s own femininity and homo-
sexuality. 
 
Examining how online sexual harassment can be due to reckless misuse, we have used em-
pirical data from various Save the Children services to focus attention on how the lack of 
awareness regarding the consequences of digital sharing and general dynamics pertaining 
to sharing, culture and gender all can help explain how much of the online sexual harass-
ment that takes place is by no means the result of a deliberate attempt to harm.
In the following, we look more closely at image sharing as intent to harm, also known as 
‘revenge porn’. This term can be misleading, however, as there are many different types of 
online sexual harassment, as indicated above.
 
 
SHARING AS  ”INTENT TO HARM”
‘My ex-boyfriend and I broke up this spring. It wasn’t a good break-up – we argued really badly, 
and it was really unpleasant. A week later, he sent around some pictures of me without any clothes 
on. When I found out about it, I wrote to him that it wasn’t fair – that it wasn’t something you’re 
supposed to do, even if you’re enemies ... He just insulted me and then blocked me. A lot of people 
have the pictures. They laugh at me, make fun of it all, and they make stupid comments. It bothers 
me a lot and affects my everyday life. I really hope that you can help me.’ (Anonymized from the 
SletDet database)

Many of the referrals to SletDet describe situations in which non-consensual images ap-
pear to be motivated by an attempt to do harm, where the offender is aware that the 
person in the image does not want it shared. The example above is from a 16-year-old girl 
who was subjected to unwanted image sharing by her ex-boyfriend. 

In a qualitative analysis of the referrals to SletDet from May 2016 to June 2017, we see a 
pattern in relation to who has typically shared an image without consent. In cases where 
an image or video was taken consensually but subsequently shared without consent, an 
ex-boyfriend is typically responsible for the sharing. Conversely, if the image or video was 
taken without consent, then it is more common that it was taken and shared by a friend – 
often from school. 
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‘Hi. Someone I thought was my friend has taken a picture of me in the girls’ changing room and has 
shared it on Snapchat. What should I do? By the way, it’s a picture of me in the shower.’ 
(Anonymized from the SletDet data base)

With respect to intimate images that are used for blackmail (e.g. a threat about sharing an 
intimate image if the person does not send more such images or carries out sexual acts in 
front of a webcam or in real life), the experience from SletDet is that the person doing the 
blackmailing is usually a random contact or a flirt on social media.

A 16-year-old girl has contacted us and says that she has spoken with a 17-year-old boy on Ome-
gle, who asked if she would show herself naked on webcam. She does so, and he takes a picture of 
her with his mobile. They have added each other on Snapchat, where he has sent pictures of himself 
naked and where he is masturbating. She is not interested, so she deletes him. He then establishes a 
new profile, adds her again, and writes to her that if she keeps deleting him, he will share the images 
that he has of her. (Anonymized from the SletDet data base)(Anonymiceret fra SletDet-databasen)

There are many types of deliberate online sexual harassment and the motivation behind 
such acts can be just as varied. But the term ‘revenge porn’ is still the most common when 
such acts are referred to in the media. The referral to SletDet mentioned above helps il-
lustrate how varied these situations and the mechanisms behind unwanted sharing can be. 
It is important to be aware of the fact that online sexual harassment involves factors and 
dynamics that are much more diverse than the term revenge porn might seem to indicate.

The focus in the sections above regarding reckless misuse and intent to harm is on the 
sharing that takes place between young people. Here, the sharing is taking place within 
their own sphere, so to speak. In relation to our hotline and SletDet service, however, we 
are also made aware of the sharing and online sexual harassment that takes place where 
young people are groomed for sharing or are shared without their knowledge. 

”ADULT INVOLVED” SHARING
Based on our work with the analysis of the reports of child sexual abuse material (CSAM) 
and the SletDet counselling for children and young people who have experience online 
sexual harassment, Save the Children possesses unique knowledge about where the images 
and videos that have been shared between young people in an intimate situation risk being 
shared. In that context, we want to emphasize that in the following we name the forums 
that we see – but which are not the general situation for intimate images or video. 

The transition from sharing between young people – both with respect to intent to harm 
and reckless misuse – to adult-involved sharing is a field of tension marked by offensive 
images, where the offenders are not exclusively adults, and where the images can actually 
become a form of currency (for adults and young people alike).

INTIMATE IMAGES AS CURRENCY 
The online sexual harassment of young people is not limited to their immediate sphere of 
friends, school and/or their ex-boyfriend or girl-friend. Intimate images to which it is pos-
sible to tie a story or specific knowledge about the person in the image are particularly 
valuable in the darker corners of the Internet.
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The Save the Children hotline has received many reports of websites containing folders in 
which intimate images of girls and young women, sometimes together with personal infor-
mation, are archived and shared. Typically, we see that such sharing proceeds via a com-
bination of digital media, such as chat systems (e.g. Messenger and Discord), imageboards 
(e.g. Wetchan) and archive services (e.g. Dropbox and Mega).

In Denmark, there have been a number of examples of local communities with folders 
containing the images of girls together with personal information. This is both a local 
and global phenomenon. The Danish National Police (Rigspolitiet) have had several cases 
involving young men who have gathered information and shared images of girls from the 
local community. Some of these folders are actually named after the town or city the girls 
are from (in Denmark, the case that has received the most media coverage is commonly 
referred to as ‘Viborgmappen’ – the Viborg folder). This grounding in the local community 
possibly also means that the girls featured in such folders become aware of them, that 
people in their community talk about them, and that this exposure has consequences for 
their social interactions in their local community.

These folders are typically a mix of ordinary pictures of clothed and more or less un-
dressed persons in sexual situations or attitudes that also feature personal information, 
such as their name, age, phone number, address and profile name.

The language used on these websites is typically marked by a deliberate attempt to degrade 
and objectivize the persons featured in the images, including the use of coarse, sexualized 
language such as ‘whore’ and ‘slut’. Attempt is also typically made to shirk responsibility 
for the act by writing about how the girls in the images ‘deserve it’ or ‘were asking for it’. 

The Save the Children hotline and the SletDet counselling service work closely together 
with the National Cyber Crime Center (NC3) under the Danish National Police, which 
investigates cases involving the illegal sharing of intimate images. In an interview in con-
nection with the deSHAME report, an operative analyst from NC3 describes how images 
and video that are shared have greater value if it is possible to create a narrative relating 
to the person in the image. As such, there is a tendency to publish private information and 
ordinary, everyday pictures together with intimate images in order to increase the demand 
for images featuring this specific person.

The phenomenon of collecting intimate images of ordinary girls and women can be partly 
understood as an interest in an authentic experience, which is also seen in the focus in 
pornography on ‘amateur’ and ‘reality’ pornography (Hardy, 2008) as well as in the world 
of prostitution, where it is possible to purchase sexual services that are supposed to take 
place as though in an ordinary boyfriend-girlfriend relationship (Ekman, 2013). The more 
private and everyday-related information that can be added to the narrative about the 
person, the more authentic she appears, which in turn provides a stronger sense of know-
ing her and having an authentic relationship with her.

 
GROOMING II
Unique to the grooming process is how, in the relationship that develops when children 
and young people meet online with their peers or adults and as such relationships grow 
stronger over time, there is talk of a kind of pseudo intimacy; an intimacy that is not genu-
ine. It has a seductive or manipulative aspect, as the young person in question is fooled 
into thinking that it is an intimate and mutually loving relationship. A fundamental aspect 
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of this manipulation is an unequal balance of power whereby the one party in the relation-
ship exercises power over the other and manipulates the weaker part into believing that 
the relationship is equal.
 
As mentioned above, exploring one’s sexuality online is a natural part of growing up in 
the world today. As in other relationships where the young person experiences a sense of 
security and trust, the groomer can manipulate their victim into sharing images, the young 
person exposing him- or herself in the belief that it is a private sharing of an image. Upon 
discovering that they have been tricked, the young person in question experiences a mas-
sive breach of trust in the relationship – but also a breach of trust in relation to the act of 
sharing the image. The following is an example of a case involving grooming.
 
A 13-year-old girl, Lotte, is sitting and chatting with a girl her age who tells her that she is beautiful 
and encourages her to become a model. The girl talks Lotte into taking some pictures of herself 
– first with clothes on, then in her underwear. And before Lotte knows it, she is standing naked in 
front of the camera. Lotte has told Save the Children that she had a bad gut feeling the further 
she went, but that what the other girl was saying and asking for made sense, as the pictures were 
about modelling. Ultimately, the girl asked Lotte to touch herself, which was what got Lotte to say 
‘enough’, and it was first at that moment that she had a sense of the intimacy that they had de-
veloped together having been violated. Lotte asks directly if the girl is a man. When he answers 
‘yes’, everything goes black. The intimacy – or rather, the pseudo-intimacy – has become a violation.
 
Anyone can fall victim to grooming, as skilled groomers are so crafty that their victims do 
not discover the true nature of the relationship and because boundaries are shifted very 
gradually. Lotte’s case shows how she lives a normal life without any remarkable chal-
lenges and with a sense of being in control over her life. Nevertheless, she suddenly ends 
up in a situation where she is sharing intimate images of herself, which she would not have 
done otherwise. 

Although vulnerable children and youth are particularly at risk in relation to grooming, it 
is important to keep in mind that it can happen to anyone, regardless of how stable their 
home environment may be.

Add to this the fact that many young people are groomed without ever being aware of it. 
Recordings in which young people who think they are in an intimate relationship take off 
their clothing for a person on a webcam can also end up on the Internet. Save the Children 
regularly receives reports about videos recorded from Skype or Chat roulette in which the 
young people in question believe that they are sharing a private moment and have no idea 
that what is going in is being recorded and will be shared.

WHY DO OFFENDERS OFFEND?  
It has long been common knowledge that a range of different psychological factors can 
affect the display of inappropriate actions and behaviour. The specific psychological factors 
mentioned here are based on socio-psychological theory and cognitive psychological theo-
ry, as reflected in Canadian psychologist Albert Bandura’s theory on moral disengagement 
(1999). This theory describes how dispositional and situational factors can play together 
such that people can disconnect from the moral character of their actions, which can 
have consequences for those towards whom their actions are directed. Cyber psychology 
describes the influence of technology on human communication and behaviour in a digital 
world together with the cognitive processes that are in play in this world (Suler, 2006).
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One of the most important factors in cyber psychology is the taking of distance and waiv-
ing of responsibility resulting from the anonymity and invisibility that is possible in the 
digital world. When there is physical distance between ourselves and the people we are 
directing our actions towards (e.g. sharing an image of), the action is not immediately felt 
as wrong, as we neither see nor experience the victim’s direct reaction. We disconnect our 
offline self from our online self, thereby making us more declined to disconnect the moral 
element in our actions; we become, as Suler (2006) describes, a ‘disinhibited self’. When 
speaking to one another face to face, the actual words we are using are a fraction of the 
total communication. Our body language, tone of voice, facial expression and eye contact 
contribute with information and have an impact on what we understand when communi-
cating. All of these messages disappear in communication that takes place via text. This 
allows us to create our own ideas about the people with whom we are ‘talking’, what they 
mean, and how they react to what we are writing. Similarly, we are not regulated or inhib-
ited in the feelings and thoughts we have. The communication can therefore become more 
emotional and impulsive.

Some people find that this leads to greater intimacy, and they dare to open up for the first 
time and share things about themselves that they have never told anyone else. Conversely, 
it is also possible to experience great distance to those with and about whom one is com-
municating, which makes it difficult to relate to the other’s reactions, emotions and needs. 
The latter can lead to hateful comments or offensive actions, such as sharing intimate im-
ages without consent. In this way, digital communication can change the moral code for 
right and wrong.
 
The disconnect between our physical and digital selves can render the immediate act easy, 
whereas subsequent recognition is difficult. This is reflected in how many young people 
regret their actions and later feel guilt.
 
While the moral code regarding the offensive act might be weakened, the referrals to 
SletDet counsellors indicate that it does not entirely disappear. Feelings of guilt often re-
surface, and whether based on a fear of prosecution or a guilty conscience, most offenders 
do ultimately acknowledge in counselling that they have done something wrong. Similarly, 
there is a tendency for the fear of prosecution to live on in the mind of the offender, re-
gardless of whether attempt has been made to correct their mistakes, such as by deleting 
the offensive images and asking those with whom they have shared images to also delete 
them. While this does not alleviate the consequences for the victim if an image has already 
been shared or downloaded, the subsequent reactions from the offender demonstrate the 
need for a nuanced understanding of the processes involved in online sexual harassment. 
Similarly, the problem addresses the increasing need for information about the law in this 
area and a need for young people to be given opportunity to learn about and reflect on 
their digital behaviour and culture, both at school and at home over the dinner table.

The development of the young people, with respect to their physiological and psychologi-
cal state, must also be considered as mediating factors as adolescents explore their sexu-
ality. These two factors, together with the neurological development and the aforemen-
tioned distancing and waiving of responsibility that the Internet makes more likely, helps to 
explain the increasing number of referrals regarding sexual harassment received by Save 
the Children counsellors. 
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CONSEQUENCES FOR THE VICTIM
The referrals to the SletDet counselling display the dramatic psychological consequences 
resulting from an intimate image or video being shared without consent. Those seeking 
help describe feelings of powerlessness, shame, guilt, concern that their parents will find 
out what has happened, and a strong sense of having lost control and a need for assis-
tance. One of the counselling service’s most important tasks is simply acknowledging these 
feelings and emotions and to be clear that non-consensual sharing is illegal and that the 
liability rests with the individual who has done the sharing. Another important task is pro-
viding guidance to victims regarding their possible recourse in their specific situation and 
to encourage them to turn to an adult they trust. These situations are often extremely 
stressful, psychologically as well as socially, and it is therefore important to ensure support 
early in the process.

We often receive referrals from children and youth who have sent an intimate image by 
accident or have sent a picture via Snapchat and could see that the recipient has saved a 
screenshot. In such situations, the young person in question typically experiences great 
discomfort over the fact that another person has an intimate image of them and they 
fear that the image will be shared. In that sense, even an image that has been shared with 
consent can lead to considerable worry, a sense of powerlessness and anxiety about what 
will happen. 
 
‘Hi. I sent some pictures to a boy around 3-4 years ago. I didn’t know him very well. Without my 
knowledge, he took a screenshot of my picture and threatened to share it if I didn’t send him a 
naked picture. I blocked him immediately. Even though this was a few years ago, it still bothers 
me, because I don’t know if he still has the pictures. Can you help?’ (Anonymized from the SletDet 
data base) 
 
As with a physical assault, a young person who has fallen victim to online sexual harass-
ment can be left with feelings of guilt, shame and having had their trust broken. Guilt, 
because some feel that they have somehow contributed to exposing themselves. Shame, 
because they have been exposed in public without having control over the situation. And 
broken trust, because there are often persons close to them who have also shared the im-
age or video. Some cases result in trauma that requires professional help. Five years after 
a video featuring her was shared, a 20-year-old woman explained:

‘I’m still struggling with it. I have a hard time trusting people and I feel as though I have become a 
more closed person.’ (Wandel et al., 2016, p. 8)

Many young people experience severe anxiety and a sense of powerlessness when images 
and video sequences end up on the Internet. They know how difficult it is to ensure that all 
copies of the material have been deleted. The victims have no control over who is going to 
see such material. Some images and videos end up on websites featuring so-called ‘teen-
porn’ or special image sites. Some images end up in collections, such as the case involving 
the Viborg folder mentioned above, where young men had collected hundreds of intimate 
images and video featuring local girls (Wandel, Pihl, & Sørensen, 2016)
 
Falling victim to harassment triggers a range of different reactions and mechanisms. The 
loss of control is one, and this can have a powerful impact on the victim’s self-perception 
and self-esteem. When we live with a sense of being in control over our lives, we typically 
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experience a greater sense of flexibility in our choices and actions. Moreover, having a 
sense of control over your situation in life often requires a sense of things being predictable 
to some degree. Predictability gives us peace of mind.

Online sexual harassment involves the same sense of a loss of control as with physical 
harassment. But in the case of online sexual harassment, this loss of control attains a new 
dimension, as the feeling of losing control is compounded by a sustained or ongoing loss of 
control; ongoing because of the sharing of images on the Internet. After an image has been 
shared just once, you have no control over what happens next and it can be extremely dif-
ficult to ensure that the image is deleted everywhere. As mentioned earlier, some therefore 
experience this as endless harassment.

WHO CAN PUT OUT THE FIRE?
Is it up to society to ensure that young people do not send intimate images to one another? 
Once again, it is important to keep in mind the transformation process that young people 
find themselves in as they transition from childhood to adulthood. Small children mirror 
the gesticulations of adults and other children, and in their teen years they have reached 
the stage where they need to be able to test their new identity in various arenas while 
watching and being watched by others. Where the boundaries for behaviour, clothing and 
attitudes are set depends on the arena you are in. The many different arenas in which 
young people have to orient themselves varies greatly – both on the Internet as well as ‘in 
real life’ – and this makes it difficult for them to understand and decode the many different 
expectations and roles that emerge and must constantly be negotiated. Instead of trying 
to prevent them from making these considerations, they should be helped.

It is important for us at Save the Children to draw a sharp distinction between the first step 
of the sharing and the second step (non-consensual sharing). Young people are intimate 
with one another – also via their mobile phones. There is nothing wrong about sending an 
intimate image to a friend, a flirt or a girlfriend or boyfriend. Conversely, there is nothing 
right about subsequently sharing such intimate images without consent. The distinction 
between these two acts cannot be exaggerated. It is therefore important to get young 
people talking about how the digital communities in which they are members can be made 
more secure and inclusive. In early 2019, Save the Children is therefore introducing teach-
ing material focused on online sexual harassment that will be made available to all Danish 
schools. An important purpose of this teaching material is to provide young people with 
the opportunity – via reflection and discussion – to work towards establishing a more con-
sensual digital social culture.

One of the problems we experience in the Save the Children SletDet counselling service is 
that the images young people produce in a private space are shared with others. SletDet 
receives referrals that belong in the Save the Children hotline category. Some child sexual 
abuse material is therefore also the result of young people exposing themselves, as they 
believe that the images they are taking and sending are in confidence, but where the im-
ages ultimately end up on websites featuring child sexual abuse material. At Save the Chil-
dren, we therefore see one of our tasks as being to create greater awareness regarding 
the manipulation involved in grooming and we are working to better prepare young people 
to be critically reflexive when meeting people they do not know on the Internet and to seek 
help and counselling from adults if they have unpleasant online experiences.
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CONCLUSION
Online sexual harassment has become a widespread phenomenon, and it is important to 
be particularly aware of young people in this context. This is partly due to the extent to 
which they share intimate images with one another and partly because they have not been 
able to receive the support and guidance that their home and school would normally pro-
vide in relation to social behaviour in other aspects of their lives. 
 
This article has primarily been based on empirical material collected before the so-called 
Umbrella Case unfolded in Denmark, in which more than 1000 young people were charged 
with having shared a video featuring two young people in a sexual situation. The case drew 
massive attention to the criminal consequences of online sexual harassment. Hopefully, the 
case will prove to have a positive impact on the awareness among young people of the 
criminal consequences of online sexual harassment. 
 
The article has described how online sexual harassment is an extremely varied phenom-
enon. The term ‘revenge porn’ refers to but one kind of online sexual harassment as well as 
insinuating something about the nature of the offender-victim relationship. Such a term can 
be inappropriate, as it is quickly used without further consideration to cover a wide range 
of different kinds of harassment with different motives and purposes. 
 
We at Save the Children use the term online sexual harassment, as we believe this term 
best covers the important differences distinguishing images featuring (or involuntarily sexu-
alizing) the individual in the image.

We hope that this article has outlined the extent to which online sexual harassment has 
become a problem among children and youth as well as the very complicated and varied 
nature of online sexual harassment. We hope that the article can contribute to nuancing 
the debate and articulation of online sexual harassment as well as creating greater aware-
ness of how, in this context, young people represent a group requiring special attention; 
partly because of the amount of material they share with one another and partly because 
intimate images of young people have great value in the darker corners of the Internet.
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