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Safe Mobile Devices

Take care when connecting to an open wireless network!
Someone may be monitoring the traffic and easily gain access to
your credentials.

Follow these rules when connected:
When? For how long? Under which conditions?

Remember that webcams can be accessed remotely!
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Be careful with the apps you install!
Use apps from the official stores. They're safer.

&

Use a password.
Protect your device against access by strangers.
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Install antivirus software!

Disable your Bluetooth.
Configure it so that it is seen only by synced devices and turn it off
when it's not being used.

Do not keep passwords nor confidential information.

Do not keep compromising pictures.

They may fall into the hands of strangers.

Think twice before publishing information with location.
Strangers may find out where you live or go to school.

Update your device regularly
You can programme it for automatic updates.
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